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Colleagues,
The KU IT Security Office has received reports from the federal government as well as nearly 100 reports from members of
the KU community that criminals are using the COVID-19 pandemic to send phishing messages, malicious attachments and
links to malicious websites. These messages claim to offer COVID-19 infection maps, official notices and other misinformation.
You might also receive messages via text message, WhatsApp, TikTok and other social media platforms.
The attackers know people are frightened, that the situation is continually changing and confusing and that people are hungry
for information. This makes us all more vulnerable to social engineering and cyber-attacks.

Protecting Yourself

Remember—all phishing and malware messages share common features:
1. The sender’s address is not a legitimate sender for the information source the message claims to be from. (For

example, the sender’s domain name is gmx[.]com but the message claims to be from the Centers for Disease Control
and Prevention.)
2. The message is intentionally written in a way to make you panic and click without thinking.
3. The message might use poor spelling, grammar or unusual syntax.
I’ve included some examples of phishing and scam emails reported to abuse@ku.edu below. Keep in mind that the attackers
will vary their techniques and that COVID-19 phishing emails will come in different forms, so be wary of any messages that
look suspicious.

Credible Sources for Coronavirus Information

The first and best source of authoritative information on COVID-19 is coronavirus.gov. KU’s official COVID-19 website is
coronavirus.ku.edu. For information regarding remote work at KU, visit remote.ku.edu. For employment and HR-related
information, go to humanresources.ku.edu/coronavirus.
Remember, if you receive a message you think is suspicious, do not respond, click links or open attachments. You should
forward it to abuse@ku.edu and then delete it immediately.
For more information about cyber-threats and COVID-19, visit the Cybersecurity & Infrastructure Security Agency website at
www.cisa.gov/coronavirus.
Yours,
Julie

Examples of Malicious Coronavirus Emails

